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Abstract 


INFORMATION  OPERATIONS  AND  THE  LAW  OF  PERFIDY 

In  1999,  the  Department  of  Defense  (DOD)  Office  of 
General  Counsel  concluded  in  an  assessment  of  international 
law  and  information  operations  (10)  that  using  computer 
"morphing"  techniques  of  an  enemy  leader  to  falsely  broadcast 
that  an  armistice  or  cease-fire  agreement  had  been  signed 
would  be  a  war  crime  under  the  law  of  perfidy,  a  principle  of 
the  law  of  armed  conflict  that  proscribes  the  use  of 
treacherous  means  to  kill,  injure  or  capture  an  adversary. 

This  assessment  was  widely  viewed  as  a  severe  limitation  on 
the  use  of  any  such  morphing  techniques  to  conduct  deception 
or  psychological  operations. 

Such  techniques  could  be  a  very  effective  tool  for  a 
commander  to  confuse  and  demoralize  an  enemy.  The  law  of 
perfidy  prohibits  10  that  would  invite  the  confidence  of  the 
enemy  to  lead  him  to  believe  that  he  is  entitled  to,  or 
obliged  to  accord,  protection  under  the  rules  of  international 
law  applicable  in  armed  conflict  with  the  intent  to  betray 
that  confidence.  This  standard  is  flexible,  and  commanders 
will  find  that  deception  and  psychological  operations  being 
planned  or  executed  now  with  10  methods  will  not  be  precluded 
by  the  General  Counsel  assessment  described  above. 


Information  Operations  and  the  Law  of  Perfidy 

.  .  .  War  is  thus  an  act  of  force  to  compel  our  enemy  to  do 

our  will[.]  Attached  to  force  are  certain  self-imposed, 
imperceptible  limitations  hardly  worth  mentioning,  known  as 
international  law  and  custom,  but  they  scarcely  weaken  it. 
Clausewitz 

To  subdue  the  enemy  without  fighting  is  the  acme  of  skill.  .  . 
What  is  of  supreme  importance  in  war  is  to  attack  the  enemy's 
strategy.  Sun  Tzu^^ 

Introduction 

Imagine  the  following  scenario  --  shortly  after  nightfall 
one  night  during  NATO's  air  operations  in  the  Federal  Republic 
of  Yugoslavia  (FRY)  in  the  spring  of  1999,  regularly  scheduled 
broadcasts  on  FRY  state  television  are  interrupted  with  an 
image  of  a  tired  and  deflated  President  Slobodan  Milosevic. 

He  is  seated  at  a  desk,  and  behind  him  are  the  FRY  and  Serbian 
flags.  With  dark  rings  under  his  eyes,  he  looks  directly  into 
the  camera,  his  face  beamed  into  thousands  of  homes  throughout 
the  country.  Simultaneously,  radio  broadcasts  in  thousands  of 
other  FRY  homes  are  interrupted  because  of  the  important 
message  to  be  delivered  by  President  Milosevic. 

In  a  quavering  and  tired  voice,  Milosevic  recounts  the 
unending  bombing  his  country  has  endured  for  the  preceding  7 
days.  He  describes  the  damage  done  by  NATO  bombing  on  his 
nation's  infrastructure  and  the  devastating  losses  imposed  on 
the  FRY  military  and  security  forces.  He  paints  a  very  bleak 
picture  of  the  situation.  Pausing  for  effect,  Milosevic 


states  that  he  does  not  believe  the  FRY  can  continue  to  resist 


indefinitely  against  the  NATO  onslaught  and  that,  in  his 
considered  view,  the  long  term  interests  of  the  FRY  may 
require  that  their  country  submit  to  the  will  of  the 
international  community.  With  this  in  mind,  he  continues  in 
his  sonorous  monotone,  he  will  be  issuing  "appropriate 
instructions"  to  his  VJ  military  and  MUP  security  force 
commanders  in  Kosovo.  Milosevic  intones  the  FRY  citizenry  to 
keep  him  in  their  prayers  and  promises  to  keep  the  citizens 
abreast  of  the  "difficult"  decisions  he  must  soon  make.  He 
concludes  his  message  with  a  lackluster  exhortation  that  the 
Serbian  spirit  will  never  be  fully  defeated. 

With  that,  regular  television  and  radio  broadcasts  resume 
in  thousands  of  bewildered  homes  and  government  offices  in  the 
FRY.  Meanwhile,  high  overhead,  CAPT  Jim  "the  Producer" 
Fitzsimonds,  Chief  of  the  Information  Operations  cell  on  the 
staff  of  Joint  Task  Force  Noble  Anvil,  turns  off  the  Commando 
Solo  broadcast  switch  in  the  EC-130E  piloted  by  LtCol  Joe 
"Crazy  Legs"  Dill,  and  their  mission  concludes  with  a  safe 
return  to  base.  Almost  immediately,  the  confusion  wrought  by 
the  bogus  broadcast  leads  to  mass  desertions  in  the  FRY 
military  and  security  forces,  public  support  for  Milosevic 
quickly  plummets  and  erodes  and,  within  days,  the  FRY  formally 
capitulates  to  the  demands  of  the  international  community. 


The  major  operation  that  actually  took  nearly  three  months  to 
complete  is  thus  completed  in  less  than  two  weeks  at  a 
fraction  of  the  loss  in  lives  and  the  costs  that  were  produced 
by  Operation  Allied  Force. 

This  scenario  highlights  the  potential  importance  and 
value  of  information  operations  (10)  in  a  major  operation. 

The  employment  of  10  to  affect  an  adversary's  information  can 
yield  a  tremendous  advantage  to  U.S.  military  forces  during 
times  of  crisis  and  conflict. A  key  principle  of  joint  10 
doctrine,  as  reflected  in  the  scenario  above,  is  that  human 
decision  making  processes  are  the  ultimate  target  for 
offensive  10. Offensive  10  can  be  conducted  across  the 
spectrum  of  conflict  and  at  all  levels  of  conflict, 
particularly  at  the  strategic  level  Offensive  10  at  the 
strategic  level  seek  to  engage  adversary  leadership  to  deter 
crisis  and  end  hostilities  once  they  occur,  while  minimizing 
potentially  devastating  social,  economic,  and  political 
effects  normally  associated  with  conventional  military 
operations  Such  10  continue  to  increase  in  importance  in 
the  post  Cold-war  era.'^^^ 

While  the  potential  of  10  as  a  significant  part  of  a 
joint  force  commander's  deliberate  and  crisis  planning 
processes  appears  to  be  unbounded, there  are  some  equally 
significant  considerations  of  international  law  for  which  a 


commander  must  take  account  before  including  particular  types 
of  10  in  a  selected  course  of  action. 

As  10  exploded  in  the  late  1990 's,  many  planning  and 
legal  staffs  found  themselves  unsure  of  the  full  range  of  the 
nature  of  the  legal  issues  created  by  new  10  technologies  and 
capabilities.  The  Department  of  Defense  General  Counsel 
undertook  to  assess  the  international  legal  issues  in 
information  operations.  In  1999,  in  a  white  paper  possibly 
spurred  by  Operations  Allied  Force/Noble  Anvil  to  a  conclusion 
more  quick  than  initially  intended,  DOD/GC  identified  the  more 
salient  issues  of  concern  and,  to  the  most  practicable  extent, 
assessed  the  application  of  available  law  to  those  issues. 

Part  of  the  DOD/GC  white  paper  examined  the  application 
of  the  law  of  armed  conflict  to  information  operations.  Part 
of  the  law  of  armed  conflict,  the  concept  of  perfidy, 
prohibits  the  use  of  treacherous  or  dishonorable  means  in 
armed  conflict  to  kill,  injure  or  capture  an  enemy. An 
example  of  an  act  of  perfidy  would  be  to  feign  surrender  or  to 
broadcast  a  false  report  of  a  cease-fire  or  armistice  in  order 
to  kill,  injure  or  capture  the  enemy. 

In  assessing  this  concept,  DOD/GC  stated  in  its  white 
paper  that,  " [although]  it  might  be  possible  to  use  computer 
'morphing'  techniques  to  create  an  image  of  the  enemy's  chief 
of  state  informing  his  troops  that  an  armistice  or  cease-fire 


agreement  had  been  signed,  [i]f  false,  this  would  be  a  war 
crime . 

This  assessment  was  quickly  perceived  by  some  as  a  flat 
prohibition  on  any  10  that  contemplated  the  use  of  such 
manufactured  images  or  signals  in  the  course  of  conducting 
deception  operations While  the  General  Counsel  undoubtedly 
did  not  intend  in  its  white  paper  to  exhaustively  analyze  this 
part  of  the  law  of  armed  conflict  and  its  application  to  10, 
the  exact  contours  of  this  conclusion  seem  not  to  be  clear. 

For  example,  can  an  10  such  as  the  one  described  above  be 
permissible?  what  affect  does  this  assessment  and  the  law  of 
perfidy  in  general  have  on  other  information  operations  that 
seek  to  exploit  enemy  information  systems?  is  the  ability  to 
digitally  deceive  an  enemy  so  new  and  separate  from  prior 
methods  of  conducting  psychological  or  deception  operations 
that  it  is  insusceptible  to  regulation  by  the  traditional  law 
of  perfidy?  in  short,  where  is  the  line  between  a  permitted 
act  of  deception  and  a  prohibited  act  of  perfidy? 

The  law  of  perfidy  is  more  flexible  than  the  standard 
suggested  in  the  DOD/GC  paper,  and  commanders  will  find  that 
deception  and  psychological  operations  being  planned  or 
executed  now  with  10  methods  will  not  be  precluded  by  the 
General  Counsel  assessment.  This  paper  will  analyze  in  more 
detail  the  law  of  perfidy  and  its  application  to  information 


operations.  The  purpose  in  doing  so  will  be  to  clarify  the 
points  that  a  commander  must  consider  in  incorporating  a 
particular  10  into  an  operations  plan. 

The  Law  of  Perfidy 

The  law  of  armed  conflict  permits  deceiving  the  enemy 
through  strategems  and  ruses  of  war  intended  to  mislead  him, 
to  deter  him  from  taking  action,  or  to  induce  him  to  act 
recklessly,  provided  the  ruses  do  not  violate  rules  of 
international  law  applicable  to  armed  conf lict One  of  the 
three  primary  customary  principles  of  the  law  of  armed 
conflict^^''  is  the  principle  of  chivalry.  This  principle 
provides  that  dishonorable  (or  treacherous)  means, 
dishonorable  expedients,  and  dishonorable  conduct  during  armed 
conflict  are  forbidden. 

This  principle  has  been  incorporated  into  the  law  of 
armed  conflict.  Article  23(b)  of  the  1907  Hague 
Regulations,^^^  provides  that  it  is  forbidden  to  kill  or  wound 
treacherously  individuals  belonging  to  the  hostile  nation  or 
army.  Article  23(f)  provides  further  that  it  is  forbidden  to 
make  improper  use  of  a  flag  of  truce,  of  the  national  flag  or 
of  the  military  insignia  and  uniform  of  the  enemy,  as  well  as 
the  distinctive  badges  of  the  Geneva  Convention.^^^^  Article 
24  provides,  meanwhile,  that  ruses  of  war  and  the  employment 


of  measures  necessary  for  obtaining  information  about  the 
enemy  and  the  country  are  considered  permissible 

The  Hague  Regulations  did  not  further  define  the  meaning 
of  the  term  treachery  nor  how  an  armed  force  could  improperly 
use  the  various  items  described  in  Article  23(f).  States  were 
thus  left  to  develop  through  custom  and  practice  the  meaning 
of  these  terms.  After  two  World  Wars  and  scores  of 
international  and  internal  armed  conflicts  later,  an  attempt 
was  made  to  codify  some  of  these  practices. 

Article  37(1)  of  the  1977  Geneva  Protocol  provides 

that  it  is  prohibited  to  kill,  injure  or  capture  an  adversary 
by  resort  to  perfidy.  Further,  perfidy  was  defined  as  acts 
inviting  the  confidence  of  an  adversary  to  lead  him  to  believe 
that  he  is  entitled  to,  or  obliged  to  accord,  protection  under 
the  rules  of  international  law  applicable  in  armed  conflict, 
with  intent  to  betray  that  conf idence Examples  of  perfidy 
include  the  feigning  of  an  intent  to  negotiate  under  a  flag  of 
truce  or  of  a  surrender;  the  feigning  of  an  incapacitation  by 
wounds  or  sickness;  the  feigning  of  civilian,  non-combatant 
status;  and  the  feigning  of  protected  status  by  the  use  of 
signs,  emblems  or  uniforms  of  the  United  Nations  or  of  neutral 
or  other  states  not  parties  to  the  conflict 

Article  38  of  GP  I  prohibits  the  improper  use  of  the 
distinctive  emblem  of  the  red  cross,  red  crescent  or  red  lion 


and  sun  or  of  other  emblems,  signs  or  signals  provided  for  by 
the  Conventions  or  by  this  Protocol  and  to  misuse  deliberately 
in  an  armed  conflict  other  internationally  recognized 
protective  emblems,  signs  or  signals,  including  the  flag  of 
truce,  and  the  protective  emblem  of  cultural  property,  and  the 
unauthorized  use  of  the  distinctive  emblem  of  the  United 
Nations. 

Finally,  article  39  of  GP  I  prohibits  the  use  in  an  armed 
conflict  of  the  flags  or  military  emblems,  insignia,  or 
uniforms  of  neutral  or  other  states  not  parties  to  the 
conflict;  or  the  use  of  flags  or  military  emblems,  insignia, 
or  uniforms  of  adverse  parties  while  engaging  in  attacks  or  in 
order  to  shield,  favor,  protect  or  impede  military 
operations 

Article  37(2)  of  GP  I  continues  the  Hague  rules 
formulation  that  permits  ruses  but  forbids  perfidy.  Article 
37(2)  provides  that  ruses  of  war  are  not  prohibited.  Ruses 
are  acts  which  are  intended  to  mislead  an  adversary  or  to 
induce  him  to  act  recklessly  but  which  infringe  no  rule  of 
international  law  applicable  in  armed  conflict  and  which  are 
not  perfidious  because  they  do  not  invite  the  confidence  of  an 
adversary  with  respect  to  protection  under  that  law.  Examples 
of  such  ruses  are  the  use  of  camouflage,  decoys,  mock 
operations  and  misinformation 


The  provisions  in  the  Hague  Regulations  and  in  GP  I 
provide  the  line  between  permissible  acts  of  ruse  or  deception 
and  prohibited  acts  of  perfidy. 

Impact  on  traditional  deception  operations 
Each  of  the  military  departments  of  the  U.S.  armed  forces 
has  discussed  how  the  law  of  perfidy  affects  operations 
carried  out  at  sea,  on  land,  and  in  the  air.^^^^ 

As  reflected  in  the  Hague  Regulations  and  GP  I,  the  use 
of  a  ruse  is  limited  if  the  ruse  invites  the  enemy's 
confidence  with  respect  to  a  protected  status.  Thus,  for 
example,  while  camouflage  is  permitted,  a  naval  commander 
cannot  disguise  his  ship  as  a  hospital  vessel,  a  ground 
commander  cannot  use  the  "PW"  symbol  to  mark  off  a  fake 
prisoner  of  war  compound  from  which  to  attack  the  enemy,  and 
an  air  commander  cannot  mark  his  aircraft  with  the  emblem  of 
the  United  Nations  or  falsely  transmit  an  air  distress  signal 
in  order  to  kill,  injure  or  capture  the  enemy.  Each  of  these 
examples  implicates  a  protected  status  under  the  law  of  armed 
conflict  which  obligates  the  enemy  to  honor. 

Similarly,  the  limitations  on  use  of  another's  flags, 
insignia  or  uniforms  affect  military  operations.  With  respect 
to  neutral  or  enemy  flags,  insignia  or  uniforms,  at  sea,  a 
belligerent  warship  may  fly  false  colors  or  be  disguised  to 


deceive  the  enemy  into  believing  the  vessel  is  neutral  or 
other  than  an  opposing  warship.  The  warship  must,  though, 
first  show  her  true  colors  before  engaging  the  enemy;  it  is 
prohibited  to  go  into  action  without  showing  true  colors 

Aircraft  may  not  enter  combat  with  false  or  deceptive 
markings.  This  suggests  that  false  aircraft  markings  may  be 
employed  prior  to  or  after  combat,  but  as  a  practical  matter, 
those  points  may  be  too  difficult  to  discern  to  be  of  any 
operational  or  tactical  benefit  to  a  commander 

On  the  ground,  use  of  neutral  flags,  insignia  or  uniforms 
is  never  permitted.  Obviously,  this  is  counter  to  the  rule 
for  use  of  neutrals  emblems  in  naval  operations.  The 
rationale  for  the  rule  for  land  warfare  is  that  use  of  neutral 
emblems  for  any  purpose  by  a  belligerent  would  put  at  too 
great  a  risk  actual  neutrals  and  might  also  risk  unnecessary 
escalation  in  an  armed  conf lict  Use  of  enemy  flags, 

insignia  or  uniforms,  meanwhile,  is  prohibited  in  combat. 

That  is,  prior  to  or  after  an  armed  engagement,  use  of  such 
enemy  items  to  deceive  the  enemy  is  permitted.^”^ 

A  traditional  way  to  signify  an  intention  to  surrender, 
and  to  acquire  protection  from  being  further  targeted  by  an 
enemy,  is  by  raising  a  white  flag.  Use  of  the  white  flag  by  a 
belligerent  to  gain  a  military  advantage  over  the  opposing 
belligerent  is  unlawful  Conversely,  it  is  unlawful  to 


target  enemy  forces  that  in  good  faith  clearly  convey  a  timely 
offer  of  surrender,  or,  rather,  demonstrate  a  manifest  intent 
to  surrender Parenthetically,  the  use  of  a  white  flag  is 
not  in  itself  an  indication  of  surrender It  should  be 
noted  that  one's  forces  are  not  required  to  cease  firing  when 
a  white  flag  is  raised.  Such  a  cease  fire  is  accomplished 
only  after  the  opposing  unit  itself  ceases  firing  and  a 
representative  of  the  opposing  commander  (a  "parliamentaire" 
under  the  Hague  Regulations)  is  sent  forward  to  discuss  cease 
fire  terms 

Impact  on  lO-based  deception  operations 

Certainly,  10  capabilities  possessed  by  U.S.  forces  and 
an  adversary  provide  fertile  opportunities  for  executing 
effective  deception  operations.  From  the  perspective  of 
psychological  operations,  the  objective  is  to  manage 
perception,  thereby  contributing  to  the  achievement  of  larger 
ob j ectives  Typical  military  objectives  include  the 

creation  of  uncertainty  and  ambiguity,  the  countering  of  enemy 
propaganda,  the  encouragement  of  disaffection,  and  the 
focusing  on  specific  subjects  to  degrade  operational 
capability 10  in  support  of  psychological  operations  will 
use  methods,  for  example,  to  infiltrate  enemy  communications 
systems  such  as  television  or  radio  networks  and  Internet  or 


local/wide  area  network  systems.  Techniques  that  duplicate 
adversary  voices  (by  intercept,  modification  or 
retransmission)  may  not  stand  up  to  detailed  scrutiny,  but  may 
be  sufficient  to  obtain  the  desired  objectives  of  bias, 
overload  or  insensitivity 

From  the  standpoint  of  operational  deception,  10  in 
netwar  expand  the  targets  to  include  society  at  large,  and 
have  as  their  objective  the  inducing  of  behavior  that 
contributes  to  the  operational  mission  Two  categories 

of  misconception  are  pursued  in  deception  operations: 
ambiguity  to  create  uncertainty  about  the  truth,  and 
misdirection  to  create  uncertainty  about  a  falsehood.^^^^^  10 
methods  here  could  include  infiltrating  enemy  communication 
systems  to  spread  false  messages  to  field  commanders  or 
through  emitting  deceptive  signals  to  simulate  enemy  forces  or 
to  create  virtual  forces  where  none  actually  exist. 

While  these  new  methods  of  deceiving  or  influencing  the 
enemy  are  being  developed  and  employed,  they  are  not  so 
significantly  different  in  their  nature  or  effect  that  a 
departure  from  the  principles  of  established  law  is  required. 
In  fact,  it  is  possible  to  use  the  existing  framework  of 
analysis  to  distinguish  ruse  from  perfidy  in  proposed  10. 

The  first  point  of  analysis  would  be  to  examine  whether 
an  10  proposes  use  of  a  protective  sign,  signal  or  symbol.  In 


addition  to  the  protective  emblems  and  insignia  set  forth  in 
GP  I,  other  examples  of  such  emblems  or  signals  would  include 
those  of  small  coastal  rescue  craft,  and  transports  (whether 
operating  on  land,  water  or  in  the  air)  on  humanitarian 
missions,  carrying  civilian  passengers,  carrying  cultural 
property  under  special  protection,  or  guaranteed  safe  conduct 
by  prior  agreement  among  the  parties  to  an  armed  conflict. 
Thus,  10  to  transmit  the  IFF  code  of  a  medical  aircraft  as  a 
way  of  creating  a  safe  passage  corridor  through  an  enemy  air 
defense  network  would  be  unlawful.  Likewise,  manipulating  an 
enemy  surface  contact  radar  to  depict  that  your  warship  is 
apparently  a  vessel  known  to  be  under  charter  to  the  United 
Nations  is  not  permissible. 

One  writer  has  questioned  whether  efforts  to  mask  one's 
infrared  emissions,  thus  appearing  through  an  enemy's  sensors 
to  be  giving  off  the  body  heat  of  a  dead  or  dying  soldier, 
would  be  perf idious If  that  were  the  purpose  and  intent  of 
masking  one's  infared  picture,  then  doing  so  in  order  to  kill, 
injure  or  capture  the  enemy  would  be  perfidious.  It  is  highly 
unlikely,  though,  that  such  a  capability  would  be  employed  for 
such  a  narrowly  limited  purpose.  If  the  real  purpose  of  this 
capability  is  to  evade  detection,  as  opposed  to  simulating  a 
wounded  or  killed  status,  then  the  law  of  perfidy  would  not 
preclude  its  use  in  this  fashion. 


The  next  line  of  analysis  would  be  to  assess  whether  an 
10  involves  the  simulation  of  a  neutral  or  enemy.  The  use  of 
another's  virtual  uniforms  or  insignia  may  become  prominent  in 
future  operations  conducted  in  a  network-centric  environment. 
The  modern  battlefield  often  is  not  physical Rather, 
forces  use  a  combination  of  electronic  sensors  worn  by  their 
personnel  or  placed  on  their  weapons  or  platforms.  The 
sensors  provide  signals  or  emissions  that  are  displayed  on  a 
video  screen  on  which  a  battlespace  is  monitored. 

One  way  to  exploit  this  technology  might  be  to  "wear" 
enemy  sensors  to  look  like  a  friendly  force  or  to  "steal"  that 
signal  and  create  virtual  forces  kilometers  away  to  secure  an 
advantage  to  attack  a  force  commander.  This  tactic  would  not 
be  prohibited  by  the  proscription  on  not  wearing  enemy 
uniforms  in  combat.  The  prohibition  in  GP  I  refers  only  to 
concrete  visual  objects,  including  the  national  symbols  marked 
on  uniforms,  military  vehicles  and  aircraft.  Thus,  the 
prohibition  does  not  apply  to  the  ruse  of  using  the 
adversary's  electronic  or  signals  emissions,  codes,  passwords 
and  countersigns  to  aid  military  operations 

This  assessment  leaves  open,  though,  whether  ground 
forces  could  use  the  signals  of  a  neutral  country  or  simulate 
the  presence  of  neutral  forces  in  order  to  secure  an  advantage 
over  the  enemy.  On  one  hand,  it  would  not  involve  the  use  of 


concrete  objects  but  only  the  emissions  or  signals  that  would 
simulate  a  neutral  force.  On  the  other  hand,  the  risk  of 
escalation  of  armed  conflict  to  neutral  countries  in  the 
mistaken  belief  that  that  neutral  country  had  abandoned  its 
neutrality  that  underpins  GP  I  Article  39(1)  exists  here.  On 
this  basis,  a  sensible  approach  would  be  to  conclude  that  it 
would  be  improper,  if  not  unlawful,  to  do  so. 

Thus,  we  come  to  the  point  of  assessing  whether  the 
scenario  initially  outlined  above  comports  with  the  law  of 
perfidy.  The  intent  and  substance  of  the  morphed  broadcast  of 
President  Milosevic  is  to  sow  confusion  and  undermine  the 
morale  of  the  Yugoslav  citizenry  and  their  support  of 
Milosevic,  encourage  mass  desertions  of  VJ  and  MUP  personnel 
and,  ideally,  instigate  a  grass  roots  effort  to  force 
Milosevic  from  office.  Variations  of  this  morphed 
communication  can  be  made  at  the  tactical  and  operational 
levels  as  well  so  that  VJ  and  MUP  personnel  in  Kosovo  receive 
similarly  dismal  reports  from  their  commanders.  There  is 
nothing  in  the  morphed  message  that  conveys  a  manifest  intent 
to  surrender  to  NATO;  the  allusions  to  what  Milosevic  feels  he 
must  do  are  purposely  phrased  conditionally,  so  that  the 
message  he  delivers  is  intentionally  ambiguous.  As  such, 
there  has  been  no  false  broadcast  of  an  armistice  or 
ceasefire.  Accordingly,  the  scenario  comports  with  the  law  of 


perfidy.  Policy-makers  may  determine  that  it  would  be  unwise 
to  employ  such  an  10,  but  their  ground  for  doing  so  would  be 
policy-based  and  not  because  of  a  potential  violation  of  the 
law  of  armed  conflict. 

Conclusion 

Much  of  the  literature  about  the  legal  implications  of  10 
has  dealt  with  the  broader  issues  concerning  when  certain  10 
can  be  deemed  a  use  of  force  or  an  armed  attack  under  the  U.N. 
Charter  or  customary  international  law.  It  is  important  to 
clarify  these  points  as  10  capabilities  become  more  defined 
and  are  actually  used  in  conducting  military  operations.  It 
is  equally  important,  though,  to  be  mindful  of  how  the  other 
parts  of  the  law  of  armed  conflict  can  affect  10.  Since 
deception  and  psychological  operations  are  a  critical  tool  for 
a  commander,  the  law  concerning  perfidy  will  need  to  be 
considered  as  such  operations  are  developed.  Planned  properly 
within  the  deliberate  or  crisis  planning  process,  these 
operations  can  be  effective  enabling  and  multiplying  factors 
with  potentially  strategic  benefits. 
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